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************************ Start of change 1 *********************************
B.10
Using the token to access MCX resource servers

MCX Connect shall initially support the bearer access token type. Access tokens of type "bearer" shall be communicated from the MCX client to MCX resource servers by including the access token in the HTTP Authorization Header, per IETF RFC 6750 [20].

The access token is opaque to the MCX client, meaning that the client does not have any knowledge of the access token itself. The client will be given some metadata corresponding to the access token, such as its expiration time, so that it does not send an expired access token to MCX resource servers. If the access token is presented to an MCX resource server and the scope is invalid or the token is expired or revoked, the MCX resource server should return an error message indicating such to the MCX client.

B.11
Token validation

B.11.1
ID token validation

The MCX client shall validate the ID token as per section 3.1.3.7 of the OpenID Connect 1.0 specification [21].

B.11.2
Access token validation

MCX resource servers shall validate access tokens received from the MCX client according to IETF RFC 7519 [32].
B.11.3
Security token validation
The IdM server shall validate the security token as per section 3.1.3.7 of the OpenID Connect 1.0 specification [21].
B.12
Token revocation
In order to limit the time validity of a token, the “exp” and “expires_in” parameters shall be used as a method of access token revocation.  
Within the standard claims of an access token or security token, the “exp” parameter shall be used by the authorising server to determine whether or not the token is valid.  If the current time is beyond the time specified by the “exp” parameter, the associated token shall no longer be considered valid and any requests made with an expired token shall be rejected by the authorising server.
Within the standard claims of an access token response, token exchange response or token response message, the “expires_in” parameter shall be used by the UE client(s) to determine validity of the associated token.  If the current time is beyond the time specified by the “expires_in” parameter, the associated token shall no longer be considered valid and no client requests shall be made using the expired token.
A refresh token may be used per annex B.5 to obtain a new access token.
************************ End of change 1 *********************************
